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What is it?

● Open source real time black hole system
● Developed by Pavel Odintsov
● Available from 

https://github.com/pavel-odintsov/fastnetmon
● #fastnetmon on irc.freenode.net

https://github.com/pavel-odintsov/fastnetmon
https://github.com/pavel-odintsov/fastnetmon


Features

● Cross platform (Linux/BSD/OS X)
● Low resource requirements (70MiB, 20% CPU)
● Fast response times
● Customisable configuration
● Flexible response methods
● Works with ExaBGP/GoBGP



How does it work?



Sources of Network Data

● SFlow
● Netflow v5, v9, IPFIX
● Mirror port with support for PF_RING



What it Looks Like in Use



How We Use It



Quirks in Practise

● Limited documentation
● Maintain two list of subnets
● Flow averages not accurate in the client
● Our modifications

○ https://github.com/ukfast/fastnetmon
○ Adds warning thresholds
○ Improved subnet matching (closer to most specific prefix)
○ Blanks at EOL in configuration files

https://github.com/ukfast/fastnetmon
https://github.com/ukfast/fastnetmon


Questions?


