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Turris Background

http://www.turris.cz/en/ 
Project Turris - day-to-day threat zeitgeist 

Open source, open hardware router 
Transparency important 

Central collection & analysis - “Turris Central” 
Automated updates of software & firewall rules 

Subsidised cost - only cost 1 CZK!



Please Can We Have One?
Turris was 

introduced at 
various tech 

forums such as 
RIPE meetings 

People liked the 
idea of open 
source, open 

hardware, geek-
friendly routers, 

rather than “black 
boxes”

The original Turris 
design was 

specific to the 
project, so 

couldn't sell Turris 
v1 commercially 

But what about 
an unrestricted 

version? 

Enter 
crowdfunding…





Turris Omnia Specs
• 1.6 Ghz dual-core ARM - Marvell Armada 385 

• 1Ghz DDR RAM 

• External Interfaces 

• 1G Ethernet WAN, RJ45 copper & SFP 

• 5x 1G Ethernet LAN 

• 2x USB3.0 

• Inside 

• 2x mini PCI express, 1x mSATA/mini PCI express







Setup & Config
• Default config 

assumes usual 
“home router” setup 
- e.g. v4 NAT, native 
v6 

• WAN side 
configurable to be 
plain ethernet or 
PPPoE 

• Turris own interface 
“FORIS”



Setup Alternatives:  
LuCI web UI & ssh cli



Multiple IP Interface & VLAN Support
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Mac mini Setup
• Tagged connection to both the globally routable 

DMZ and to the internal network, WLAN, etc. 

• Access to Mac mini from outside for certain 
services (e.g. ssh) on globally unique address 

• Also allows local LAN access for local services, file 
shares, music shares, etc., which depend on L2 for 
browsing



Wifi Performance



Wifi Performance

80/20 VDSL2 performance easily achievable 
Local backups and copying are rapid



Gotchas…
• When doing the VLAN type setup… 

• The “router” is effectively a “one-armed” UNIX router 

• So when adding new VLANs, have to add “CPU” in the 
Switch VLAN config so that packets are processed and 
bridged to the WLAN if that’s intended 

• Outbound connections from the globally routable DMZ are 
being NATted when they don’t need to be 

• Fixing that so that the globally unique address is 
presented managed to break NAT for the 1918 LAN!



Things to play with…



Things to play with…

Fix iptables settings so that 
routable DMZ and NAT coexist 

properly
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Things to play with…

Fix iptables settings so that 
routable DMZ and NAT coexist 

properly

Setup and experiment with 
inbuilt stats package



Overall Impression
• I’ve barely scratched the surface 

• Obviously capable of much, much more 

• e.g. mSATA disk install for NAS functionality, 

• or, streaming server from DVB-T stick 

• Having enough time and “round-tuits” 

• Would love to see one on a FTTH network 

• Does what it says on the tin - good build quality 

• By geeks, for geeks



Fin! 
https://omnia.turris.cz/en/
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